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( 2 ) #£2001-521 2- 61 

[ m k m * © is s ] 1 

[ tt * * 1 J «*fcfi^i-5eS5/^^AlCi3^T, 

s& * ft * - K K gi| * (emi) a - Ka*JSi©*-K 
yKDf'-^frHFHg-flSl-SiSlOflHHai&fc, Jt IE E M I =>-KjO*162©*-K 
*: » 1" t # K . ± E ttf # '< * s- h © r - * £ »« * ft + 5 £ 2 o flf 0 SS i 5r * L 
,'iEEM] a - K S: ^ V a - K L T Jh E fljf ft '< >T y Y Ic L T , 

J: m mm ^ >? •> n>biEkMi - k £ idi a 1- s m m 1a s& t\ -t e : e m i = 

- paJ±ejszo* - Ktftisiii/TtiEimERtiitfifLT, ± te ft ft ^< 

± E * 1 «> * - K 14 , ± G flt ft '< y h3J*±lEi/y#lS*tJ:o-Cff44ft* 
^:i^t=f-iit-K-i)^ ±ES2»*-KHU ± C ft * * v V 
ri* _h E •> > ^ =£S E I- £ oT l BJlifft S H4^: t £ * t l El a t: - if *r * - 

[ ft * 1 2 ] _L IB V 36 B tt , JE , 1EEM1 a - K # _h IE SB 1 «> * 
-Kt'foKt £ TP f ± 15 tt ffl 0 SS K K A L,T, ±'|Etf*'<* y h O t - ■>? £ « 
* 88 -f * $ l © rtf * A? BE @ £ ii it 6 d t £ # » i 1" 6 Iff * « 1 f 5 fc » {5 m ~> 

X T A . 

[ sit * « 3 ] ±admi©Bt^@?Si. -bEm2©ng^[l]S££, * l © it * 

ft k in ss t , m 2 oit ^-m mm&itwitiizn. iio»i,^it**-tait5 
. [ nt * g 4 ] tsssfiStsesi'Xf Acfc-^t. 

W * * - K K gij 1- (emi) 3-h'j)!Siot-Ktr*ti*i:. H<»^ 

- |c & -3 ^ T tf!f ft * y hO^-^«r*»fi:-*-iB*aoi»*iaB4rWL;, IE E 
M I a - K £ i > 3 - K L T _h E Iff ft /< * y HCLT, ± E It ft T y Y Sr 3 AT 

± E a (t -Jr y b 6 ± E E M 1 n - KSrttW + SttHlIlllSi:. Jb E E M I =■ 



I (3) : ^2 0 01-521261 

t 

f ■ 

«£, I 

i : 

_h FE M i © * - K <4 , ± 15 it 18 >r y h # ±S ^ y Sit J: o Tffl h ft 



^iE'>>^SitJ:ot 1 0«±?f^Siiifcv^ t &m1r 1 0^ t° - If ^ * - 

!. j ; 

[ it * ji o ] _t is v- y §n s (± f y h * h y - a ie » & s x* fc 19 ; _t ie •> 

>- * £ IE 14 , It, ± E E M a - K # ± E £ 2 © * - K * * 5 £ £ ± E If $8 

* y hS:iE»-r5ffi»«E«cSr«i±, ±£IEfS«E»:CiE»*ftfc||, ± E V V ? 

llia^t, ± IE fff IS ^ * \y h © _h IB E M I 3-Fi!J:EJ!20t-.Ft«» 

$ ii 5 C t £ # « i -T S fit * if 1 X 14 4 IE IS © in % <s * t J* . 
! 

[ W * * 6 ] Ji E ^ > ? » B © ± E #• 51 © «S ^fi¥ Src 0 5g t4 , S fc ? ±EE 

i ; 

MI 3-K^±ISiBl©*-;KT?fe5r£S:^-f±lSWlfflil»CKJiEUT, ± E 

f i 

[ ffl * 9 7 ] Jr. ?E ii \t 4 > ? -7 » - * (4 , IEEE 1 3 9 4 HISI&HJP 
ftLt , /!)7*a»-f>'?7t-^Tjb!l, ± E iff ft * v h f4 f i? 5 W © It ft 

! i 

[ ift * * 8 ] _h is y - * m e (4 £fc ii £ if g e t- h *> , ic a f *- M « flf 

ft ( C C I ) *fflV^T^^aj-K*ilfcflr«><*-yh%afSL, ? t* - ft si => - 

k & ii ta 1- 5 3 ffi la *& fc-ffi * I ± be > ? is ® i4 , cc liss^ffl^tiy^ 

K S il tz tt ft * y b £ & m f 5 Z t *s X' t ft t> r t £ 4$ » t t 6 W * jl 2 X 14 
[ ft * m 9 ] ± IE tf ft ^ ^ y M* , liHHf'^'^f^/SI/ 

[ ft # « i o ] ±m. s - xmmRV-tm i/ mma, ztiztn 

ftfflO^-mat'iv^ T ± ES l o*-5:4lt5$ lffl/^ f * H K it , 
±fE*ii»^-^S^^TiE^2©^"Sr'fefi)o-rsm2 ; ©^;/->^[HlS&i^ 

[ : 



-h 12 tff * /< * y h^±ffi->i/^.Stt±0t§lf Jl fE * 3 » * - 

6 ta $ © e & -y * ^ a „ ■ 

V - * £ fi ^ . = tr-fim*-KSr*1-6tt«/<^y h ^ 51ft 5 ^ t ? 7' i: 



_h fi V - * £ E # , ± fi a t" - ft « * - K c « o T . eg £ <fc * - K K J3U * ( E 

± fi y - A & S # . 112 E M 1 a-KASJBl©*-K-C*»ai#CJSlOlt*- 

flS #f it £ ffl ^ T ± fi fl¥ $8 ^ dr 3/ F (O x - * *r £ # it + 5 * x */ 7* fc . 
! 

± fi y - m m *> 5 . ieemi = - k a* $ 2 © * - k t- *> 5 t § 1- 2 <d st ^ 

i 

±By-*861B#, Jt fi E M I =-K*5»SOt- K-C*»5H!:J:e»«^ 

Ji fi Sfl 1 © •=£• - K li » Ji fi tff h!PW?8lCJ:ot]54itb4^: 
t*:*i-=ibf-*Jt*-Ktffc9, ±EJS20*-KF±» ± fi flif « 4r V b tfi ± 
to** * m&\£ tvX 1 ®&L±B&£tito\,*z k tifii- 1 ® = \*-ff-s[*~ h'-? 
ifo 5 , ±B»3©*-Ktt, iSffiS/^yh^iE^y^JSlioTSllJlcff 

*^*t5ci«r^i-*SiliiJifi*-K-e*>o, ±fiy-xgffi^ Jt e 5/ * s ■ k: 

[ !S * ^ 1 2 ] It, ± fi -y v * £ fi . ± fi if $fi /< 7 h £ § ft L T , 
± fi E M ] = -KSrtttH-fS>i7 L s'7 p t. 

± fi •> y * g ffi . IfiEM I ^-ff^lffillW^-KtfcSi^CSlO 

± fi -y y ? m fi J»s , Jh IE E M I 3-K*±BJS3©*-K'Cfc5i:#t±Efflf 



( 5 ) #112 0 0 1 - 5 2 1 2 

[ IS * « 1 3] MIC, Jt IE f > y ft it AS , ± 12 E M I n-K4r±iE»2«r) 

Ji IE -> > ? ft S *5 , ± £ ffi i'^y ^EitS^f 7 7"i5rtt5Sti|l 
2 il IB iffi ©eus. 

t m * ^ :i 4 ] y - * ft fit t}5 . 3t'-Ki|t-H?-$t5i«/^^J 
§ 1- s ± ie * x ? y (4 , ±iey-*s«#, sya-K**ifcccii*t* 

1" 5 fff Ht >r y ^«LT, ±lE=tr-«»* - KSrttlUt 6^f y^tfit 
IH*|15] ± IS 1ft ffi * ? I- (4 , 1* 0©lf^/il6 7'n^7i 

i 6 ] ± as y - * ft a i± m m s ft si m x- h *> . ± he •> > y s e i± 



[ 0 0 0 1] 

is m o ft m 

^Ht* - K«9J* (encryption mode- indicator) ffl ^ t I I it 5 £i| 

. J:0ffL<(i, **BI4, W^/H«^aSr*i-lS«©^±<C (secure) ait 
* - K © £ SF H + 5 . 
[0 0 0 2 ] 

£41, ^5>#**v*7*-**fflio-c*tt'©*J*/H* (av) ti#g£}£&i 
L , A v fflf « ( « A. tf , KB, R 4f A V ft fi £ * 1" Iff ffi ) fc . it * Hi («*.(* 

f±\ r f tT i? 3 > a {%mX 14 * - * S&ffll) X 14 ffi$S ■> y $ SSffi (information 
sink device) 2* "T 4 tt tlf # *> 6 . ; Oft« OJHC i o T , A V « # <C I 

EEE 1 3 9 4->!l 7^Iia»^gl^T^5„ I EEE1 3 9 4 -> y 7 
H«**fc*iv*T. W m 14 , -£o^?yffiS»tJ!f-?t^ -/-a vt*t«f 

V? * /t- ^ -jr y h V {5 j£ £ tl 5 „ 
[ 0 0 0 3] 

fiiJtiuvT'^/wa ( « jl m: , ft ■ «: » -r nr « ) w . a ft , * ft « k 

ioTftUtlTfcf), » BI $ tl X V* 4 V" a - +/ # -t © If a Sr a fc 9 . tCAV 

l^ B B ^^sci?*.ts; t ii ** ± $ n -c ^ 5 . * a 4 a tr - 1 & R jh -f 5 fc tb ic . 

AVfStt, = fc" - ffl m W m (Copy Control Information : C C I ) bT y h fc I* 
f-ttf^^S^S; (Copy Generation Management. System : CGHS) If y F i t 

[ 0 0 0 4 ] : 
= - h'Jiitcc 1 3 - h'li, 2 rooj . r 1 0 j > 

Sff r 1 ij (± , * ^ n rntf-©*s^j|ig^^ij , r-tsft^f-rofrPij . 



( 7 ) i 20 0 1 - 521261 

r U r a t° - (o m it j Ltv^, r o i j if «/ h =» - k 14 * ffl S ^ ft 

. #£©AVlSffiti'OCC I t'^ MSlPi^fl-S^li, A V Iff n ( 0»J : * (J A - 
f^^e^^-Vai^^^^- f- ^* /U — /MPEG, f V s # f r ^ D V' R -Xf # — 7 s 
4 *t- ? ) fflinaotftiun^, ;ilt,OCC I fy Ht AVtff 

A V tt $& © ft ffl £ ftiij ffll L X V* 6 o 
10 0 0 5 ] 

f - ? o E i , 12 iS SI S 14 ^ ^ h©AVffifffilcilra*.fe*i-C^5-CC I 
-Kftf'!, C C I 3 - K # ^ e - © M Jt & * L T ^ 3 t * 14 , A V tff $E £ fE 
Iti:«ltt5. CC I a - K # - tt ft 3 Ef - *r tf pj L X ^ 5 £ > t t4 , 

c c i a-Kttatr-stjh^-KKSEifeiiatirtK, a v iff $a 14 i m IE flt m 
ft c ie » * ft s c 1- * *> , 55 © x - * ^ ^ s ft r ^ 5 3 t' - m- ft 14 m m £ 

ft 5 . 

[0 0 0 6] 

' JE K . af-lftftOtllH^AtriSlt-rafcftC, CC I a - KiCUfftSfit 
ffi ffi © r - * SB t SO x & ft . *o*«*:#Bi-5*«(4. * © => tf - flt ft © Rpj PR 
**Ka^1"5iS««>*S:i8i&-rSJ: ? id ?^ L T ^ 5 $!! it # ic: 4 ;L £> ft S fc 'n 

o % m tt ffl ^ ?> ft t ^ a . ie & ii (i a* , a v tff $ * <c m ^ m s ft r ^ 5 c c i a 

- K iH *> d» X ti g a. 5 fc A lc l± , ^ © SI ffl C ^ -f 2 a 3 y f =. - 9 £ if $ 1" 
SroAVlffWifi-as-ersfcAKira:. £gi SiiSiJ-f-waroiilBii 

[0 0 0 7 ] 

« X. tf » P^^M-iBI ( B S R ) il©£ ?i$Ii1Eiltil^Si 
-fSfc&lc. ±i£L,fciffl3©.^- KC'iTtfs&fll&^ftfcllEteAVtS&i^WC 
CI 3-K«rKtrwfcas-e#ftv^tj»s#ii.b*T,5. :©Sa4B SRSf l:« 

«rSfj-5cHS#x.f)lirv^. FIG. 114. I EEE 1 3 9 4 Sfii;l"j< 
^?^SS1 2 t, ^ ^ y }. ( c 1 P ) ^y^Sfl 4 t, r-^7-Y-^KSl516 



(8) ; fif200.1-5212 

t&ft-tZV£%<Ofo®s<irs' b © y 4 - /\> K £ L X ^ 5 „ 1 <i> t - ? tr y Y 
it T 4 y 9 n -T X y< y K' 5 „ CI P^?/«l 4 fc fi , ' » ft * ft:fc tf 3/ b 

^hy-A3tr-jfiijisnt« ( b c 1 ) ?^-^K2 jjit^s. ;bc i 7 

■< - * K 2 0(4, AV«8*BSRlilt:6SSh6ttl:|v^Ji5 = tf-fiS 
II » t» fg £ W L T 5 „ r - 9 U 1 6 [4 »£ # ft £ ii tz 9* - > ft 1" 5 C \b (4 "C # 
CIP^yy«14«, S * . BSR Wfig f, h tz ft fig (C ig It f : 5 ■ 4 j C It 

[0 0 0 8 ] 

r©/^y b 1 Ot'jffLt, BSRiSItt^i-? h y ¥ 1 4©BC : 1 V A ~ 
*K20t«'<r, '< * 7 * # = - * ± fir * L T <^ 4 * * 14 IE * «: *V , '< 
y b 7)5 - m ft n tr - It of X 14 = f-fclWHW^rSr^LT^i t S (4 x & IE Si 
tKHJt'^, ffsr^nSi, T v b <D ft (4 , ^'>ry W^l 4ICt« 
»JiiTl^BCl3-noiiU, B S R gli; J; M . 7t 

Bt^Jlt, BSRSI4>f>I EEE 1 3 9 4 ^?tiftiJlt«, S^tVt 
BC I n - Kli3t'-«Jt^;pt ( g!£ (C 1 [El ^ f - £ il tz tz $> X' h 5 ) L A» L 

fc # e> . 5c © b c 1 3 - k tf> as $j us 3 tr - i * l t v> 5 t # (4 , pi c b ;c i = - 

[ 0 0 0 9] ' 
FIG. 2 14, J:»Lfc3tf-ft*as*3ftSH3 4fcJ:oTtt*3n6^riJI 
tt'iSfc5->^f A 3 0 *f LT^5„ FIG. 2l;$fj; 5C, y-?||3 2 
(4 , BSR|SiH-Cfeay'V^.SIg3 6{Ctffffi«rea|-r5. tttit 3 4 , ^ <D 

mmm < 3 s a t 3 s b ) op»itt 1 />■ ^ y v ^ & ft m u 3 12 ^ h ^ 

^113 etegSiit^SUi:. >< * y b ^ y ¥ l 4 0BC I => - ; K 2 o (4 
, II8I3 6iaoXKtH5, #J X i4\ iiff^g3 2l4. 
-f t* y b 3 - K r l l j Srft^BC I O^Hft53J5, rtl'tt, & ft 

» R , (Slll3 4i;J;cr) -ttft^^-tf^^^t^y M-h' r l o 
J t^]EtKiLe>Jl5*>. X t4 , & 8?J IS ^ f - Sr * 1" tr y b a - K r o io J fc * 
HJi5:Hib5„ iO^i-y FSrSlltSt. y 1 4 It) B C I 



3 - K tt , -ttttt=f-XI±*8fflH3fc?-£SfpTl.T^5fc». B S R 3 6 14 , 
*©f*- ! 5'**a*±3 t* - * g it L T v% 5 iv»5is||*aisn4<irt, '-t © * *r 

v y © w a * e ft -r a . -*-**>*». =" f - tt ft tt « » s n r twj; v% . 

[0010] 

L fc ?5> o r . AT v Y © fl!f « as , ttt81KB t * H5 ; 1: ft< , y - * & IE 
a> 4n w t? tt ^ £ S e $ ft 6 3 tr - ft S * r A 7)5 & m X h h . II:, 
3/ h © IS « # , KiSEI^S^ii5; t/i< . y-xil^t, B S RilCE 
iS * ft 5 ^ t° - ft If -> J* r a # £ M T- & 5 . Sbt, {5 JJt * |$ Id , a tr - ft If * 

- Ko«fiis«Abnict4< . -> > ^ a k » l x & ffl ^ t£ tt ft & & s& 1- a 

* S; # £ 5? T & £ . # SB W 14 , £ © J; 5 tt ff ft fc ■« ft *■ « ffc 1" -5 fc © X h 5 „ ft 

tc p kb tc a ^ x ^ tt ^ * % m © z ft h r t* to © m m. it . r r c ^ 1- * m w © & ^ 
£ *> ^ -c H e> a»k * a . 
[ q o i l ] 

5§ © IM g . : 

* * ft * - k m (emi) Srfflt^rt(i«trea-r6ea*sxtffeai5'^ 
t a & si 53 -r a „ * n 53 14 , « a. tf , * # tt * # 1- a ■# ^ / a * ^ a © e m © 4 

jt, ^ t° — ffi II * s ^ ffl Rfi T* fn ^ ft a ffl ^ V ^ T ^ K!) T - (fo a 0 * » K (4 
< £ i£ M * © ffi y< y Y X' Vx ft a I E E E I 3 9 4 v- y 7 /u iilf & t 

^tffl^s:i j&s.-c" # a . 

[0012] 

* 38 W 14 , ( x (4 , *J»/B«f^ift**1-) 5* - * # ,| y - * £ g a» fe y 

^^e (att^) (ce^$fta^jcffl^t,ftaiss[©ffii$iiff^-K&ji#-ta 

. JSl©ft«*-Kt?*>5EMI*-KAT*(4, {5 £ £ ft S «f« jJJ , fls p B n £ ft: fd 
iot 3f-!)i!f "JJtii^, rft(4, J& 2 

© ffi it * - k t * a e m i * - k b r- (4 , fci££ftafs##, w^gf tio 

T-ttft3t'-0^^f^»r^ft5 0 ^ 3<0 ^gg^ - KT-tt/St-^-ft^stT^ftl 1 , 
i a tt 3 tr - & bT fg r* a o * - KAiif* - K B © ^ -f ft © ft HE =e - K ^ ^ K? 

y-^36Bl4eSfta*»t#flSl-5l!gK«tt5lit#-ftftiaSr 



( 10 ) ' #S 20 0' 1-521261 

or, -> y t m m a m m ® z &t % m m -t 5 m n 4 5 # * a? r & s ^ 5 . 

tftbfe. EMI 3-KB, (i)eJIHl!f*©=it-«SI*-Ki:, (1 2 ) « ffl 
$ ft 5 ft 3 © Z ^ LT 5 „ : 

[0013] . 

* 3§ bj^ b , y-^iii . '< *r ? y y t>>b ^ \f - m m « ® * m m\t s m h 

fiil^- KCioTa45l|*ftfti«rff5Ci:CJ;oTJ 51 !R £ & -5 ^ » IS 

a « , ft t> ft tz m # it m a t f± n & ^ fc * . s - * mm k -y > ? mm' k <d m iz 

lilLTEMI ^ - K £• g£ i: 1" 5 ^ ^ 4 g (4 , t f^/I I * f S 4 I 
[0014] I 

*»w©-*ttojgttT(±, io©«-iHfc;iaa#ffl^e>fiai*«, ^ - * t nt * 
«p -r a © 2o»i4 5«t^jf-- ( + - a s y ^ - b ). ft% 0 r to 

HlOiglt'tt, y h s/ y t ft $ ft 6 E M 1 a-h'KlJltfS-i-Sli**- 

£■ ffl ^ T . fit S # St # ft $ tl 5 „ EMI a-Ki!t- KAA>b^~ KBCgiJ 
Ji6i*, v- > * & S (4 . *-BSrfflv^T6««*Srlt-S-#Bli-t-«. r © #J T? (4 
, !tf (kli*-Al;j; otffbtit^6fc*, •> > ^ ^ E fi: J; o r ® £> 'ft £ h © 

ItioTSSJfttiLTi, 4<jcCAV**-cii4<, 

' • ; : 

[0015] 

KTKSt, y-^il'tt"y h^H)-ASI ( B S R ) 3£ B t © ffl t *3 It 

s « m m t£ m w r* « , **^© + ^fta#©fc*c > m © * ft w * t& k * fi 1 ? 

©*8fe, 18, «J*i?*. St>*08&(4, S*tRILft^4tit5. 



[0016] 

# n W X' it , h^y-^SIi'tfcf A V ;<tr y Y <D ft 

# »s ^ it & ti . feffl^tLStt-^-t-Kxfiis^ii&aji, m^-ik^- \*mw\* c 

EMI) =-h*Cfotfx.?)ji5 0 *H^roEMl3-Kl±, => l? - & it ^ - 
K , - it ft n K° — fF bT -=t — K , laPH-KMM 3off)* ft 4' SI LTV6, r 
- Hi ft = t° - j t 5 ffl B (i . 7c o ft p n « (J . -t n a» b £ 3 f - £ $ ; t a 
i¥ £ ti "C V 1 * 5 # s , 5t o ft & = f - ( #J x. (f . >• i? g (c ig b ti tz h cd ) fi ■ 
, i@0*^-fnit>Ki^llU^5 D a«-4iifcit-»*-K*:7i% 
tEMIIfltt, '^fh^f^KHHAStLS. EM I iiiiSlflffS^n 
St. -> v * ( S ft ) £ E (4 , *S©«f**-Ki:(±ft46Bt* J E-K-e#»«r 
fi¥ Se 1" 5 d t d ft 3 fc , ^ y hi>bIL,^AVf||S:|iSt5:i;ii!T^4 

^ . li, if * * - k i* . wns-toa&VBt^^-Sr^TLT'teu, u- 

[001 7 ] 

H , & if m S '& V ■> > * tt C A* . HKD''^? K:Jii?»fctk'5EMHt 
[0018] 

EMIftSiltt-K ' 
FIG. 3 14 , ^ISWSriBfflLt^SfcwiSIKffisSgiSSr^tp^flcWft'v/^^A 
10 0*r*i-^ny^H-e*)5. i'^fAlOOIt Half, ft $ f- + > * * 1 

& & ft « i i o & ^ a- -e & . - © ffi -c (4 % mm mi i o ct , as a & s © 
i^fi'^'cfcoTtiiv^ {&<Dmm(ommx'it. b m a 1 1 5 at , «s n t? « * < , 
^^T-fe?.o m ft « 1 10 r± , ir - zf ;v x itft $ r- u e i? 3 > m£ 

[0019] : 

•>^ri> 1 0 Ott, £ tz , x ? Jft i£ g ft $1 l 2 0 £ -£ A, T* 5 „ CWx^ 



(12) 1ti2 0 0 : l-52l26l 

9 A- ft £ S « «• 1 2 0 14 , *fr y h (- y / # y M (STB) fc fc Pf ff Jx : 5 . 

r- <4 , f> ? ^/i'telSii i 2 oil, y-^lii2 0tffrtft5„ y— y ^ s 

1 2 0 14 , #3SW£ffiffl'LfcEMI-|Hlligl5 0£fiijiT*;«)» % $ 5 j 4 5 Id . 
^S»EM I iffif - K«:t*'- Ft5. EM l @g l 5 i) tt, & E M| I -if * 
-Ktio-cm&snf^-mig&JS^S. y-^iti fci fa ft siffi r- & 9 

III 2 0 11, 618 1 l 5 ^ L T f y ^ ^ S ffl J § II L , r © x V s 9 >v # & 
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20' (4 , > V i? £ fi 1 3 0 ' tttN a ?;^lf t5, y - * SS g 1 2 0 ' &t>* 
■> y IS H 1 3 0 1 14 , rtfflWEMI BBtfflt^T. «T©Sl:iot7-^ 
- (*-AS(fB) £ g ffl f 5 . 
Key A = HKc (Na || Ca) 
KeyB = HKc (Na || Cb) 

;;t, H K c 14 , ?+y*^*-Kc*ffl^T*-fc£*iS^y->*IH8-efc 
» , C.iStfCbli, 5£ % h 9 , 7-Y-b>^^-KT'fo6„ 

[0040] : 

E M I 0 8§ 1 5 0 ' (4 , 1 © « » ft SB 5 1 8 L *l> £ S t L ft 1/^ fc ft ; =ff f lj X" 
ifo £ „ 2o0^y'/ a iS 5 2 0, 5 2 2 5 i« 4 ~ O 0 88 14 M 2 © 

m % it ^ & m m + s d t ic £ o t m i& $ ft fc 0 ss ± 9 fe-swcss**^*, 

d ft t4 , ^ 7 •> ^ V 7 h !) ^ 7 ft R t 5 t t ll^i: ^ t « f 5 4 4- x. fe 

hti* - \z# y is ~m&&&fe1- h & Wti> b 5 Ol* 1 ®<0*X' h Z ft® . 

v -> * 08 » ii y 7 b ^xT-esfri-aoasWiS-cfc*. 

[ 0 0 4 1 ] 

FIG. 5 BO->y^gf 1 3 0' 14 v EM I SIS 1 6 0 ' W fit Id ( Sft ^ £ m 
51 fc -T 5 fc tb fc ^ d T- f4 * * ft ) £ft©B*n©B!8€:ffi;L-C^5. £/ V * s 
Ml' 3 0' 4>©EM I @K 1 6 0 ' (4, ILP#lC0^--4:tlg^ii.t^5Ci 
SilLt, lfiCO*iiC0Pg^ftW5 1 8fc4oT^frftfc!t^'lt£fi?Ire1-5C 
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£ # -e * S 3 « © * S © * »# K » 5 4 4 £ « £ T S . > 
!) 7i-? 1 2 5Sr^LTEMl * - K tt W 0 BS 5 4 OlciloTglS 

E M I * - K It !U @ K 5 4 0 l± . EM I ; e - KiS@K4 4 o tl^ii: 
, S: ft Ltf-^/^ s» h a» 6 ~* y y S & * W) (±1 U , ^ y ¥ fl? ® b E M I 7 

K2 1 Oirttflf 5. ttlll^tEM I ^e - KCJttt, EMK'-KttlB 
0^5 4 Oli, MUX542©SiK^^Sii]#|l7)-5 <> EMI*-KilStBlE]Sg540 

i; iotEM i =t - KoiifttljJtisi, v-yr/n'^^^i-^i 2 5 _h « x 

-M^y Hi. ti^y h^-AEi (M S R ) I($ 5 5 0l:ftfc^ii5 
?K X 14 , ***5 7 0fr^uritttili**n6. : 

[ 0 0 4 2 ] 

=> f - ffi SS * - K # ft tH £ ft 5 £ ■ E M I * - K * @ S£ 5 4 0 (i , >\< f -f 
V (MUX) 5 4 2©ffltt*«:*|«P1-5. # il CO fi? H * - 5 5 4 Ii : , * 1 O 
PS * * - ( * - A ) fcfflAiL-T4«t5»lC^»J' S LB*ttt6^yV a 
mKA 5 4 6 ICflUftinS, * fc , #ii©f»82*~5 5 4li, 2 CD lift * - ( 
* - B ) ^(D^HTtltS^ *10/>y f /»Bti:ttJI45)|2 0^J'4'» 
■ ftt:*t5A ? j/ a i||B 5 4 8 t #t 16 * ft 6 . EM 1 * - h' A ffi <f — i? '< tr 
? F*>6»U13Jl6i. MUX 5 4 2 B, *-Atr»«UT#a«)l**jStt»5 
4 4Ci}U, * il © If 3- ft? Sc to 5 4 4 fi , *-A&UfSlli©ft«i©llB^«E«itt 
SCtotf-^'^y K0f-^» (M£tf7 J -^S52 2 0) £ ^ I" 5 
0 * ii <0 Pf # fi? m to 5 4 4 it , 4 fc , f-^/^?l-«)EM]7-(-*F210 
fC r l l j 03-K(EMM-KA) * «t Ai- 5 . * «> ft * Ht , ffi j*7 tit 5 7 
0©^|;[U^ Jft5, V ? m 1 30' iSBSRSit!i»5it, EMI*-. 

KA»f f - i S'^^yhS:ia«iki-5rtttffBi$nft^t»&. bsri 

f£5 5 0^©EfSl2**±£tl5„ " 

[0 0 4 3] ; 

EMI ^- Kttttil5lll5 4 OiaoTEMI^-FB^IHli^Stt, F I 
G. 5B£DMUX5 4 2(±, *-BSrS«LT, * il © fl£ « g2 Si 5 4 4 ft 
t , *I©I^iH.ai 5 4 4tt, *-BStfilia©*ji«>Bf#-#PSiffitlftffioT: 

— 9 y Y <r>T ~ 9 » • ( « it tf f ' - * to2 2 0) £ Iff ft? «■+ S . * ii <0 PS 
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w M s m U 5 4 4 ii , £ fc , f-^'^y l-WEMI 1 O^t r 1 1 

J © 3 — K (EMl^-KA) £ # A f 5 „ ;oS)S.T'£M! ; t"FA;f*)6g 
£ (4 , -fy^7i-^ 5 5 2i^LtBSRlft5 5 0l:|^^ll, ttslcLU/j 
»57 OtlilASlli. •> > ^ » M 1 3 0 ' rt? B S R m E "C" fe 5 £ £ - EMI* 
-KBOf-M^? hSrEiki-S-ittligu^ffBrSii/i^fc*. *■ © $ , 
B S R M ffc 5 5 0 <~- (O IE it t5Ut t> ft h HU IC . d (O t ~ 9 '< >T y Y 14 £ M \ I ^ - K 
AK»9||*6ft8 1 d » IS tt K> Jg tt T- 14 . 2«©fttt5*- ( ASff;B ) ft ffl 

& ;L 3 „ ft ft 1- 5 * 5 ic , (#i(»«^*- 5 2 4 iilic) £iitf)fi?SS*-5 
5 4 , y - * S£ E - ■> > * 2£ E R3 © SB SE Xk M <D m I- it 4 1" 5 „ E M I @ (S 1 6 
Oil, 1 m <F> lift ^ # BESB5 4 4 L*»&i?fcL/j:^fc», »«-p*5, 2 Jo O ^ 5- 
> * HI S& 5 4 6 , 5 4 8 i!^ST*fo5i!, wO»lJt.6ftfclHl«li.llS2«Jlt** 
BE «5 *■ fid Bit + h Z t ic J: o T 11 & £ it fc 0 Sg t 19 fc - Jft ft (c jft ft * i ^ . 4 * 
P>Jxfc*-t»LT^yi/=B8**ftfii-S*H!««*>60li 1 H © * "C th 6 fc ft 
, ^y , /a«» 5 4 6. 5 4 8tty7 h^TfifitSO^tStfcS. 
( 0 0 4 4 ] 1 

■>y?Sg] 30' flifcTyf^hy-Aiedfe (BSR) lltfcii:^ EM 
1 * - KA-CPftftS^fcT'-^tEfttS: t t± If ^ $ ft 4 ^ „ L fc ii* o -c, 
EM I t - KAOfcfcO^7'>^0KA!i, B S R g f T* ^ 1 fR * l\ FIG 
. 6 B 14 . />y'/a0*Atf iftl^y hy-AE» (BSR) 111 3 

0' l^fclt 5 EM I @J§ 6 7 0 ©ifiiWiffi^^/Tt ^0 y i' IT-feS, Z (Dm 
16 © fig T- f4 , EMIT- h'ttiijlsIKE 4 Ott, 5<!) 74-0#7i-X 1 2 5 
Cti^tEM I * - KA5:|tlit5L *iffiWBf^-«?SESii5 5 4 atfBSR|# 
5 5 0 £ ffjl: £ it 5 „ 

[ 0 0 4 5 ]. 

FIG. 5 B (O i/ A T J* 5 0 0 it . KTK*t*ST. W * K ft # a t° - tS ■ 
^^S"t"'5cO^(ifiaJ:^-5 (1 E M I * - K A CO ^ - :? ^ Y ft 's V T IV 4 $ V 
^ - * 1 2 5itEMI ; t-KB<D7 ! -?'Hy M£3EH£ii3fc, 
13 0' 14 , f-#H}4UJ:5tt5ieTifftllt»B*- (#r A i # 



- B <D ^ -f ft AO ifllKLi KtKU. S£^-^M:feitBfc*ffi«i*oT 
B S R ®£ ft 5 5 0 (.1 12 £1 £ *t 5 „ E M I * - K AXUEM I f - K BOf-*^ 
^ ? h i> V !) 7 /M V ? 7 x 1 .1 25lt'EMI*-K007-^^^7 h 
lES^ftSt. V > * & E 1 3 0 ' , fl& IS £ fr T . ^©ft-§-l±ffi££ft 

[ 0 0 4 6] 

FIG. 7 1* . FIG. 5A«y/fA400l;j3PtH?T$n6*:«PI&I 
ffllf:Il^t-7P-f-f - h 7 0 0 T-fo5 o ^ ^ y 7° 7 1 Oidfc^T, ^ > 
y-^3fin^E^CBB-C*5Jt 5 t IS- HE A a # fT *> *i 5 . ^ © ffi ffl tt 
. «*4 3fJfe©7-<-fe>^atJ!-!>--K'^*-S:ffl^-Cfi : bli5. L 

fc * x -> t* 7 i o t *s ^ r I* . m* t£mm<Dm&(Dmm<&®*i>$:±te*-mmm 

y 7° 7 2 0 (c i§ tf . BK*il#*lllt5i, * x s> 7* 7 1 5 K *5 ^ T , '-7 a - 7 
Y - h 7 0 0 «, AVf-ff^Sr^mttrtc. * *j C E? 5 . 
[ 0 0 4 7] 

FIG. 7(0^77/? HCfc^T, y-^SU 2 Oli, W t B ^ - K S 
ffl T „ *r-«rW**Ki _ 6i'>'*SSItti 3 0 (c if it £ ft It * - Z £ iff f S . 

c © is £ , y - * s ti t > > 9 m m t <d m v . »*#-4i6i*i:t-45 

2(4St5:$tLTfei3, Cixib(D^-[i|s]Cfil^^-r5o 77y7 7 3 0l;fc-Kt 
, y-^^^i20(±. (fliBCCl*-KOJ:54) S i«a ^-ftfllt- 
KiSrttSf-^^^y h^SUL, :CCCU-FS; ( W a. tf\ = f - « jt 
, 1 H = f - , *g tJ fig CO i. o ft ) EMlt-Ht«#t5, ^7 ? 7' 7 4 0l:ti 
l> r , EMI0K1 5011, SftLtf-^^yKJ^^cafltEMIt 

- K i W A L . EM I KI:fc!t^2o©(il;fflT'^5lif(tffiil»n©lo 
«rfflv<TT-M^y H57-?S**tftt5. * « ft , ?L to? - 9 * * y Y 
li, < V * 7 ^ - X 1 2 

[ 0 0 4 8 ] ! 
FIG. 7 O ^ f / 7 5 0 I: l> T , v'Vi'gi 1 3 0 t* , EM I @S 1 6 
0 £ ffl T , EMit-KtriBl, »IH ift t E M I t- Ktfto tf - ^ ^ 



# v 2 o © ffi Jfl T' £ 5 B& ^ ft IS it <D o h <D 1 O It , E M I t 

-KKS-J^tJ^bhS. EMl*-KB#S«£itfci*, r w ft : $R f± E M 
I*-KA ( £ B ft flf ) X 12 « $ ft, 5 . EMI*-KAjJS*fll**l.4tl, - $J © 

iT'iSiJ, 7B-f 1r -h700fi77y7'740l:l!) l & © ^ - * /> ^ 
? l-«it5. & ^ T- 1£ V ti f±\ 7o-f r - h 7 0 OttSfflCgS, 
[0 0 4 9] 

FIG. s BottojtftoSSottaKffii, 1» L t »1 t fi T v\8 i« . r 
r -e l± , FIG. 5 B c *S (t 5 j| * 5 «f ^ ft & T>* Bf ^ ft? % © « it £ « #t- -r 5 fc * 
I:. S45*-*It'6H5. 
[0 0 5 0 ] 

*«WSrififflLfcilSia»»S j 
FIG. 8 ti , **W*affiLt»»0»)!c5«W©SSaS:#iKLT^;5. 4 fc 
, FIG. 8 IZ in% 1" © |± , #fll:J:otSi50!ifl?tl5 [£M]*-KC 
iotSIHS) AV*«C/<^ry KKOfl^Mlll, EMI 

?-KBOAV|*^<ryl«t;*L, EMI t-FAOAVd 

*^yh**LT^i, ^l»^Ei©^^tt, Sl^fiAtfei. cK^roS 
(E fi , * ix P> © ^ y h ffi $E K E M I => - K ir M tl 5 ^ t X £ 5 t t !*> fc , C 
C I f-?ta«t5:i:i«-CS6iSttJS|lt^tt. l o o « (4 , ( H *. tf , C 
C I 7 * - y K') «fijifci££gffL, I EEE 1 3 9 4©^*£^LTx- 
^S:illlt5:H!fl5t7 h (STB) I20tfc5, FI 

G. 8 \Z i -t X ? \Z , STBSI12 0I1, EMI K A X IJ E M I jt- KB 

<d ^ -f n a» -e hf * ft £ ft t a v % ft y< ^ s/ h «: ^ j& -r 5 ^ t a* t* * 5 . s t b k 
11 20B, *t,*MKoAvfl!f*t:aflri-6^iJiJ^*5. s t b m e 1 2 

OIL fflA 6 2 6 T?*t±9l:> EM I KBCAV)t«*H|AL, tB^6 2 

8 tit i 7 K, EMI^-KAWAVffiffl^ttl^-tS,, 

[0 0 5 1 ] j 
I 2fflgl©^ltt, 81^1B tfc5 t rtU^CO^Sli, A V flf « /< * y h 



B <D 1 O CD fij © ^ S f± s 7*-«7? fBIH8B 6 3 0 tfc5. 

J/ hMflg:gi 6 3 0 fi , t>i'<£5EM I ^e - FT'Sff L fc A V lt|/^ y h 

£ 33 #J ic pff ft? Be L , i eee i 3 9 4jgfeo57^--7-y h & ffl v> T A v ffif m £ 

E @ L , AVlf#i:llBif>iltEM 1 WIB^EiL, ]EEE 1 3 9 4'«07 
hfcfl^t, StSftfcf-^SriSW-riwtjJS-CSS. £ if ,L fc A V 
EM ) * - K B T- 5 i § , -ttl^fa^^nSt^lCfiEMI * |- FAK 

, E M I - K A 6 3 2 R Xf E M I * - K B 6 3 4 T' Iff » ft $ ft fc A V ft « <7> 

I 

^ y h & S ft 1" 6 r i K V$ 3 *5 , EMK-KA 6 3 6 9£ ft £ ft fc A V ti? 
[ 0 0 5 2] 

SSfflltfflSltt, ||»|Cf$,5„ l\ ft f> © £l M li , CCI 

i t V 1 4 n fc ft-ld , ^o = br-(ft«fflr««r*±(!:tt«a-r5 - t # t # a s ft 
^ffiSr^tfo^ilCcoio^fiKi. FIG. 8 O t:' ;/ ]- * h y - A !E j ; ( B S R 
) Jtll 3 0t*>6. :©^MM-A£I ( B S R ) Efl 3 0ti, A A 
6 1 OSr^LTEMl^-FBt'Bg^ft^jlfcAVffigiO^^SjfL, ;A ^ 6 1 

. E M 1 * - K B <D m m 7)5 £ ft $ ft fc t * . B S R £ S 1 3 0 tt , ft EU S ft fc E 
M I a - KtfflvtEM I * - KB-C##{b*ftfcflJ«S:l»f-«ttL, r. © 18 $ 
4rEit5Ci^T-^ 6„ BSRSEl 30li, 4 fc , AVffif^H^iL, IE 
ee i 3 9 4 HostEM i * - h' a o ; c »i ^ ii t 5 ; t i; 6 , 

[0 0 5 3 ] jj 

a? 4 © is fi © a s a , ^d^-jsD"c$>5o r ft b © a it » » Mw^drihfcjp 

I 

x.bftfcEM i ftnt;&m-tz>z t#-etegi&£itt£-£tf. ^^d©;i o © « 

(i , 7^!?/i'7 : i/e^3y$M 6 2 0 T'fc5 o r * ^ r tr v> a v g fi fit 6 

20 It, I EEE 1 3 9 4^^S©^T-, A # 6 2 2 ^ It EM I *- : F B T'lS 
vffi«©*fcg«1-3;:i:!5ST?§3. x ^ * ^ ^ t' 3 V £ {t 1$ 6 2 0 li . E 
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M I * - KAXttEMI * - KBOAVfl|«tPf»»|tL., ^©AVfjr$R£ff£ 

[ 0 0 5 4 ] 

*■§■ fcXtf - K II, fc5lft#lSLfc^lii:Sot, ,* o B * 

- KAStfEM I * - KB©»t^-)i¥gaW7'('-fe>'^i4 s !^SfT-fo5 0 f ©i^^B 
SRI11 3 0 ?rSilt5 t ^r, EM I f- K B Olt 1/ E M J KA 

OPt»ftli«It'fcJ, * Jft i" 6 J: 5 K , *38Wo-**«)»ttt*i^T» EM 
I * - FAStfEM I ^ - K B 14 , 7^*VX*-&0<f--t" S-g-£tt 
K i ?5 S W IE T- 5 „ 
[0 0 5 5 ] 

it ©*ttt*i'(t a tr* o»io« . i 
^aEw-S&ItwJBttfcfc^Tii. ts « © ii « f- - tr x ^ f- # - h $ ft s . c 
© % m © m m -c* i4 , ffiffl-ta-^-t'x^ffiis^ior, * t , ^ffi?i ! v'-x^ffl 

i'^?lii'l;J:ot, ft j£ © « « * - = - K ) a* Jfc « 3 ft 6 . ± 

TK*t. * - if ^ 1 t * It 5 fi » li , Si A , BXIiC©*(H8Bi:» ftlA 
, BXliCOf fllti t^tr. * - f X 2 *J It 5 g jS (4 , # A , B X li C 

© iS ft « g £ . »IA, B x 14 c © g it as ■ 1 1 * tr . 

[0 0 5 6] ! 
Wili, - f x i © 5c T- 14 , CClo=i?-«|7*-7yhtBlt5>' 
^«CC I © 7 * - ? F«rg«t5->>'^ ISaCAViSSrSffi 
i" 5 <«*.«, STB^IiSi, 31 Ml , STB^7*-^y hittGSSS) 

-l^X 2Wit*l±, CC I©7^-^y H:Sfit3y-^|5fiiS, C :C I <D y 
© « & =t L T V> ft 1^ . ■tf--tr^3©5cT?J4, CC I h«rgS9il,/j: 



(28) 2001-5212 
y - * £ ffl *s , cc I (D7 y MS: + 3 > * IS fl A v flr * * « ft 

+ 5 (Wirt. DVHS-»«*Sl|) . 
[0 0 5 7] 

* 16 §fl © - Hffi CO B fie. T' (4 , EMK-FA, BStft-t^l, 2 3 £ ffl 
^Sfc»©8f* = -K ( « A 14" , * - a - K ) t)s , ±je©«F*«rftWt«*au4J' 

i«iic^xbn5 ( w x. <4\ Ht>7j}i5) . SBE&aiBfin-S^fc* 

- © {5 ii 4 ff 5 fc * K , to 2 fi©iii; i or, +-3 - Kt^fct, rg.®j 

i 

755 ffl n f> *i 5 . :©i9tLt, ± a L fc J: 5 ft # ft & l>* # m m iffl ^ b ft 

[0 0 5 8 ] 

t - m * 1 , 2 , 3 T- f4 . SfiS^iSfSSSB T-JI ft S*-a-K 
5 . Witt. ■ih-f^lOjSflrSIBO*-a-K(±, afll*S1Bfl3*- = j-'K.i(± 

Jl ft 3 „ r - T , *- = -K#ffl*oiSfflfcftft**i5*SEt:ltt!H + 5L FIG 

i 

. 9 (to * Id fp t J: 0 iz , #38S©;i<Z>&lte<!5J#18-ei4, 8 flH) + -3-'K#Il> 
15 JB © # « 14 . MPEGXIiDVCJ: ^iT-^Ofliaot, lie 
»*>< Ltti^, *-K , x*-i5>f-fe>'^*-i:Sr-Strlfi**, f- - t' * 1 

, 2 & u= 3 ic t ft t ft #1 9 r ft 5 „ f-#-hsns-y--tf^ttie-3j'c» y - 

^SS*lif--f^*-SrJ$*, > y>-^^ffi!4 7^-fe>-^^-&^o 0 -T ft ^ , 
■fr - tr 51 1 , 2 & tJ» 3 14 . *-^*#-Xtt?>firv;x*-fcioTE9J*ii5 

[0 0 5 9 ] 

#1 £ fi , STBKil 2 Ottt-f^l, 2£j§ft-t5£i!>, t - tf j* * — 1 

&tH2£-#LT^3 0 DVHStll 3 0 14 , f-t*X2*SffiL, - tf * 3 

£ i£ ft 1" 5 fc * , 7^t>^3f-2St;t-lfxJf-3^tLT^5 0 # f- - f 

7)5 # 5 ^ $ mm (C ± o T , Iff ^ ft * - K , i7--f^#- J RU f 7-Yir>^*-co 
fcSSI^^bf 2)5^©Sgt4x^n5 0 « A tf , i*H6-2 0fflg^i, E 
M I -T- - K A R t>' E M I * - K B <D Sff J§- ft ft * - £ - f * 1 £ 3 © ft © 7 
-f1r>'**-fr*L-CV*3. STBltl 20»§^li > E M 1 * - FAStfE 



5. DVHS (BSR) 111 3 Oli, E M I t - K A © It^ft if - f7 
[ 0 0 6 0 ] 

FIG. 9K*ti9t, ^SAOiSttt, t-t'^ 1 £tf 2©giM(DJf 
-a-Fi, EMU-FAStfBO^r-s-KiaitL, S e c r ie t IT 
, Secret IT, S e c r e t 2 T , Secret2T x SecretAS 

S e c r e tB©*-a-K#*(fc4*l,5. Rit, »lB©iili s t - K" 
* l Ri)t3caffiSStt-t^ lO^if&g©*-^- Ki. EM I =e - K A 
'fit;B(l*-3-FH'It L, SecretlR, SecretlR, Sec 
r e I 3 R . S e c r e t 3 R , SecretA£t>'SecretBtf>=Sf-3- 

K # Si # $ ft S . # ii c © £ <i , f-^!St;3osilSio*- = -Ki 

, EM I*- KAStfBO^-a- Kt^Si L. Secret 1R,. Seer 
etlR, S e c r e t 3 R , S e c r c t. 3 R , S e c r e t A & r>'S e c r 
o t B O * - ^ - K ^ tt {it £ ft 5 „ £ « D © g «t 11 , if-t'^2©gff : ^lStt 
-f^ 3 0Si!Si©*-a- KtiJSt L, S e c r e t 2 R ( Se.cret 
3T, Secre t AStJ S e c r e t B Ot - a - KiP^ftS Jl5; ASAC 
. i*ft*ffl(c*-h*A4:ffiffl1-5ri:i, £ {§ ffl ic ^ - K B £ f£ ffl 1" : 5 c fc # 
£ S T- 5 . 

[0 0 6 1] 

ic r - * /< * y F £ e £ 1" 5 4& S o r H W 1" § . t - ? /< * v Y tt j, V - * 

ss m a» e> v x * §s it t£ e a * , ->v^ttni=j:o-cE»sti5. : 

[ 0 0 6 2 I 

r e t lTRt/Se c r e t lRfcH'T, y-?ili'?)§liflO->y^l 
l:f-^-K s e e d#S4CS«iH5, * . V - * S S li > K s e e d 



I 



! 
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, Secret. AStfS e c r e t Btfll^T, * - K A © Pf ft; * - !a &. t>' 

KeyA = h (Kseed || SecretA) 
KeyB = h (Kseed || SecretB) 

! 

* L X ^ 5 . 

[0 0 6 3] 

y - * s b i± , affi4ftT<57 f -*i;:**fcft-c^4Cci c 

C I *=tf-*Jt|r*LT^« it, T - £ /< 4r y h (± , C C I i * IC * - K 
A © -!§• * - A IC J; o T Hf ^- ft £ ft 5 „ EMI * — K ( M. Ij ) *5 E M 1 7 >/ 
- ^ K 2 1 0 K & *fl £ ft , x - 9 '< V y h I EEE 1 9 9 4Jsf>y*.~x.% 
*Lra«a?ix5. CC I #-ttft3tf-0»prt*LT^6t#. r * I* . 
CCIiifcC:, * - V B © 4 # * - B £ i o T If * ft $ ft . EM1*-V { r ]. 

0 j ) ?}S E M I 7 -Y - /l/ K 2 1 0 K & m £ ft T y V ft £ ft , * © 4" y h # 

1 EEE 1 9 9 4-f V? 7a-xS;^Ltailiil5„ CC 1 # « »J US = - S: 
*L-TV»5i*. t - ^ * >T y M4 , Dg * ft $ ft T . HtSiisi EMI 
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